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1	Decision/action requested
It is proposed to remove one EN in solution#27.
2	References
Null
3	Rationale
There is an EN in solution#27, “Editor’s Note: How to determine the UE local security policy is FFS.”
It is possible that the certificates/public keys are not provisioned correctly in either UE side or network side, for example, they are in the period of certificate updating. In those cases, UE may prefer to maintain the network availability for the critical services, then UE local policy can provide more flexibility when handing with signed SIBs. 
Therefore, it is proposed in this pCR that: UE should prioritize cells for selection and reselection based on the results of MIB/SIB1 verification and UE local policy, besides, UE local policy can overrule the standard priority list and can be provisioned locally or by the operators.
4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
6.27.2.3 Cell selection and reselection
With MIB/SIB1 digitally signed, cell selection and reselection need to take into consideration of not only signal strength, but also the authenticity and freshness of MIB/SIB1. Section 6.20.2.5 in solution 20 provides an example of how cell selection and reselection can be performed based on digitally signed MIB/SIB1.
Table 2 lists 10 possible scenarios based on the combinations of the states of digital signature, trust anchor, timestamp, and PCI uniqueness. The first case (Case #A) is the normal case, in which the digital signature of MIB/SIB1 is valid, the public key used to verify the digital signature is trusted (i.e., signed by a provisioned trusted anchor), the timestamp is fresh, and there is no PCI conflict. In this case, the cell can be immediately selected if the signal strength meets the criteria. In all other cases, there is some issue with at least one of the parameters. Therefore, in any of those cases, the cell cannot be immediately selected, nor fully rejected. If UE immediately selects a problematic cell, security could be compromised. If the UE fully rejects such cell, it may result in UE service degradation or outage. 
We suggest that UE should prioritize cells for selection and reselection based on the results of MIB/SIB1 verification. Table 2 suggests a priority for each case. The first case (#A) is given the priority of 1.1, the highest priority. Case #B is of priority 1.2, the second highest, since it is likely that the UE clock is out of sync with the network, requiring consistency check with additional cells. Cases #C and #D likely indicate that the UE leaves its home network and enters a roaming partner’s network. The rest of cases are likely the results caused by an attacker. Note that the last case (#J) is likely from a legitimate base station that does not implement digital signing. However, we may not want to give it a higher priority. Otherwise, a MITM attacker could strip digital signature from SIB1 (and other related fields) to pretend that a cell has not implemented the feature. 
If all available cells have a priority of 3.x, the UE could also decide how to proceed signed SIBs based on local policy. The strictest security policy may force the UE to go out of service since an invalid digital signature or the absence of a digital signature does not provide guarantee that the cell is authentic. A moderate security policy may allow the UE to randomly select one of the cells to continue the service but may log and report the event. Although there is a security risk here, it forces an attacker to interfere and jam all other cells in order to force this scenario, significantly raising the bar for the attack. UE local policy can overrule the standard priority list in table 6.27.2.3-1 and can be provisioned locally or by the operators.
	Editor’s Note: It is FFS whether this cell selection and reselection strategy is feasible needs to be consulted by RAN2.
Editor’s Note: How to determine the UE local security policy is FFS.

	Case #
	Priority in cell selection
	Is digital signature valid? 
	Is digital signature trusted
	Is timestamp fresh? 
	Is PCI unique? 
	Notes

	A
	1.1
	Yes
	Yes
	Yes
	Yes
	Normal case

	B
	1.2
	Yes
	Yes
	No
	Yes
	UE clock is out of sync with the network, or replayed MIB/SIB1

	C
	2.1
	Yes
	No
	Yes
	Yes
	Trust anchor has not been provisioned (e.g., first time in a roaming network)

	D
	2.2
	Yes
	No
	No
	Yes
	Trust anchor has not been provisioned, and UE clock is out of sync with the network or replayed MIB/SIB1.

	E
	3.1
	Yes
	Yes
	Yes
	No
	Replayed MIB/SIB1

	F
	3.1
	Yes
	Yes
	No
	No
	Replayed MIB/SIB1

	G
	3.1
	Yes
	No
	Yes
	No
	Replayed MIB/SIB1, no trust anchor

	H
	3.1
	Yes
	No
	No
	No
	Replayed MIB/SIB1, no trust anchor

	I
	3.2
	No
	Not relevant
	 Not relevant
	Not relevant
	MIB/SIB1 has been tampered with, e.g., using bit-flipping attack. Other parameters become irrelevant since they can be forged. 

	J
	3.2
	Without signature
	Not relevant
	Not relevant
	Not relevant
	Signature may have been stripped, or digital signing has not been implemented (e.g., eNodeB)


[bookmark: _Ref61186190]Table 6.27.2.3-1 - Priority list for cell selection and reselection
D12: UE should support prioritize cell selection and reselection based on the results of MIB/SIB1 verification and UE local security policy.
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